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provided), and do not use spam (or any other unlawful means) to distribute it. To 
re-brand this report, see the P.S. at the end. 
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This report is copyright �  2003 Paul Hancox. All rights reserved. 
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WHO IS PAUL HANCOX? 
 
Paul first entered the world of internet marketing in 1998, almost by accident. 
After leaving paid employment, with the ambition of writing a science fiction 
novel, he quickly realized that writing a book - and getting it published - wasn’t as 
easy as he imagined. So instead, he joined an MLM company, now defunct, that 
sold web pages to businesses. 
 
During this time, Paul grew intrigued at “this whole internet marketing thing”, and 
at the end of 1998 he launched his first email publication, The Mouthpiece. 
Published every weekday, each issue contained a couple of reviews of humor 
sites around the Net, combined with amusing quotes and other funny snippets. 
 
Within a year, The Mouthpiece had grown to 10,000 subscribers, and had 
attracted the interest of an American e-publishing company, which eventually 
took over handling the advertising and management of the newsletter. Paul 
remained as Editor until 2001, during which time it continued to grow to over 
160,000 subscribers. 
 
In the meantime, Paul wrote his first electronic book, “51 Steps To Mega Traffic” 
in 1999, a step-by-step guide to creating and attracting visitors (and ultimately, 
customers) to a website. This was revised a further two times until it was finally 
withdrawn from the market in 2002. (Paul says, it’s a long story.) 
 
Paul also taught himself to design web pages, write his own sales copy, and 
program in Perl – and, after absorbing Seth Godin’s Unleashing the ideavirus, he 
created several viral marketing tools in 2001, including Dynamic Updater (a 
syndication script), Viral Refer (a powerful refer-a-friend script with a built-in 
reward system) and Hits Crazy (enabling visitors to exchange clicks for non-
monetary rewards.) The scripts are currently being upgraded and, when they are 
re-launched at the end of 2003, are expected to take the Internet by storm. 
 
He wrote his second ebook, “Viral Marketing Secrets” in 2002, and using the 
techniques he himself advocated, had thousands of copies distributed in a short 
period of time by, what Seth Godin would call, sneezers. 
 
In 2003, Paul created a revolutionary CGI/Perl script called Sales Page Master 
PRO, which enabled websites to use scientific split testing methods, to use 
Dynamic Deadlines™ that are timed from the moment a visitor enters your site, 
and Feedback Seekers™ for gathering feedback from your visitors, even if they 
don’t want to give out their email address. 
 
 

http://www.upyourmarketing.com/?doireport
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Right now, Paul seriously needs a vacation. 
 
 
 
 
 
 
 
 
 

INTRODUCTION 
 
If you’re an e-publisher, or are thinking of using email, autoresponders and/or 
mailing lists in your marketing campaigns, you need to read this brief report in its 
entirety. 
 
You see, the e-publishing world is changing fast. As you probably know, spam is 
becoming an ever-growing problem, cluttering email in-boxes and making the 
items people actually did request harder to find. 
 
On top of that, spam hysteria is growing too. Laws are being passed across the 
world, to try and stem the increasing tide of spam – and some of them have very 
strict penalties. (For instance, California©s Anti-Spam Law now forbids people 
from sending unsolicited commercial email advertisements to or from a 
Californian email address. The penalty could be $1,000 for each message - up to 
$1,000,000 per incident.) 
 
Web hosting companies, too, are covering their own backs. One hosting 
company says this in their terms and conditions: 
 
On first complaint we will suspend your account for 24 hours... On second complaint we 
will (we have to) terminate your account completely. NO EXCEPTION. 
 
Many other such services have similar policies. 
 
Even if you use a third-party autoresponder or mailing list service, you’re not 
immune. These services also have similar terms and conditions. 
 
One popular autoresponder company has this anti-spam policy: 
 
If you spam, even if ------ services are not directly involved in it (i.e. the spam leads the 
person to ------ services), you will: 
 
- have your account terminated immediately without refund and notice 
- charged a $500 cleanup fee 

http://www.upyourmarketing.com/?doireport
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- be reported to your own provider by us as a spammer, where they will presumably 
terminate your account as well. 
- be reported to authorities. 
 
Of course, a responsible e-publisher would never spam. So, if you are a 
responsible e-publisher, in theory the above scenario should never happen for 
you. 
 
But what if you’re falsely accused of spamming by, let’s say, one of your 
subscribers? That’s the issue I’ll be tackling in this report. 
 
In fact, in Chapter 1 I’ll show you how you can minimize the chances of ever 
being accused of spam, just by using some simple but powerful Golden Rules. In 
Chapter 2 I’ll also show you seven techniques you can use to virtually eliminate 
those people who accidentally accuse you of spam, because they forgot they 
ever signed up. And in Chapter 3 I’ll discuss what to do in the event of a spam 
accusation. 
  
 
 

CHAPTER ONE: “SIX GOLDEN RULES OF 
RESPONSIBLE E-PUBLISHING” – WHAT YOU 
MUST DO 
 
Certain marketers are pronouncing email, as a marketing tool, practically “dead”. 
 
Is it? 
 
I don’t believe so. On the other hand, I do recognize that e-publishers may have 
to adapt their practices to this new reality. 
 
If you’ve been publishing and/or marketing by email for some time, then you may 
have to change how you do things. 
 
If you’re new to this field, then now is the perfect time to learn what’s happening, 
and to protect yourself. 
 
In this chapter, I’ll discuss the Six Golden Rules that you really must do to 
minimize the risk of being accused of spam. I use the word “must”, not 
necessarily in the sense of a legal requirement, but in the sense that I believe 
you will be in the best possible position if you follow them. 
 
Let’s start with the most obvious one of all… 
 

http://www.upyourmarketing.com/?doireport
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RULE #1 – NEVER SPAM! 
 
This may sound trite and obvious, but it’s the most important Rule of all – if you 
don’t want to be accused of spam, don’t do it! 
 
Of course, you might think you don’t spam, but might you inadvertently be doing 
so? 
 
For instance: let’s say you offer a free PDF report on your site. Visitors can 
download it in exchange for their email address, which you use to give them the 
download link. 
 
Sounds good so far, right? 
 
But what if you were to then follow up on this person? Maybe you also send them 
your weekly newsletter, or a solo mailing from time to time. Would this be OK? 
 
Well, if you didn’t state from the outset that you would be doing this, it could be 
construed as spam… after all, they opted to receive your report, not the follow-up 
material. 
 
Of course, you may not think it’s spam… because they gave you their email 
address, right? But your visitors may not see it that way. 
 
As an e-publisher myself, and having published a newsletter which reached up to 
160,000 at one point, I know that the distinction here between spam and opt-in 
may appear blurry. 
 
Fortunately, there is a simple solution. Make it clear from the outset what they will 
be signing up to receive. 
 
For instance, if you intend to follow up with your newsletter and occasional other 
offers, tell them as such: 
 
” As well as providing you with the download link, you will also be subscribed to ‘The 
Deoxyribonucleic Letter’, my weekly e-publication, which you can unsubscribe to at any 
time.”  
 
Remember, that if you don’t tell them what they’re going to receive when they 
hand you their email address, it could be construed as spam. 
 
 
 

RULE #2 – USE A “CHECKBOX” 
 

http://www.upyourmarketing.com/?doireport
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I give credit for this one to John Glube, a marketer from Canada. John has a law 
degree, and while he’s not a lawyer, his knowledge and understanding of 
“legalese” has enabled him to make sense of sometimes obscurely worded spam 
laws and regulations. 
 
He’s compiled a great free report, “Rules? What Rules?”, an unofficial guide to 
the United States’ Federal Trade Commission’s “truth in advertising” rules. I 
strongly recommend you read his report. I consider it an important read because 
you do want to be on the right side of the law, even when you’re marketing on the 
Internet or by email. Even if you live in a country outside the USA, if you market 
to people within the USA, you still need to play by their rules. (And besides, many 
other countries and regions, such as the EU, have similar rules.) 
http://www.learnsteps4profit.com/rulesintro.html 
 
Anyway, John gave an interview to jl scott of iCop - and in their “Just Good 
Business” publication, John recommends the use of a checkbox to ensure that 
your subscribers agree with your email policy. 
 
For instance, if you intend to send advertisements (either your own, or third party 
ones), then he recommends putting a statement near your subscription form, that 
makes it very clear what they’re signing up to… something like this: 
 
By signing up for (Name of Your Ezine) you give express consent to (Name of Your Ezine) 
and to any third party advertisers who may run advertising in (Name of Your Ezine) to 
receive in-house and third-party advertising from (Name of Your Ezine©s) publisher. 
 
Then, use a checkbox, which they have to tick before subscribing, to 
acknowledge that they have read and agree with the statement. In fact, John has 
some other great advice for e-publishers, so go check out the full article yourself. 
[article] 
 
This use of a checkbox is simultaneously “covering your back” (i.e. they can’t 
sign up until they agree to your terms), while at the same time, informing them of 
what they can expect in their email box (so they don’t get any nasty surprises!) 
 
Of course, since neither John nor I are lawyers, this advice (like all the advice in 
this report) is for information purposes only. I can’t say you’ll be completely 
covered, any more than I can say any of the techniques here will cover you 
100%. 
 
However, in my own personal opinion, I think the use of a checkbox is a Very 
Good Idea. And, naturally, you’ll want to keep a record of the fact that they 
checked your box. 
  
A program I’ll refer to shortly - Double Opt-In Manager (DOI) - can help you in 

http://www.doubleoptinmanager.com/r/icop2.shtml
http://www.doubleoptinmanager.com/r/icop.shtml
http://www.upyourmarketing.com/?doireport
http://hop.clickbank.net/?cashpromo/doubleopt
http://www.learnsteps4profit.com/rulesintro.html
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this regard. You can create a checkbox field, and set it as “required”, so that 
even the subscription request is rejected until they tick the box. And it 
automatically records the field values for you, including checkboxes. 
 
 

RULE #3 – USE DOUBLE OPT-IN 
 
Double Opt-In is where a visitor, after filling out your subscription form, is sent a 
confirmation email which asks them to take some further action to confirm their 
subscription, before they are added to your mailing list. 
 
The “action” may mean simply replying to the confirmation email. It could mean 
clicking a unique link in the message – or activating a random code that has 
been supplied. 
 
Whatever method the “double opt-in” process takes, it’s designed to ensure that 
the person who filled out your subscription form is also the person to whom the 
email address belongs. 
 
This prevents "practical jokers" from signing up all their friends to your newsletter 
without their permission - or worse, some unscrupulous competitor from signing 
up people at random, in the hope that you©ll be accused of spam (and possibly 
shut down). Sadly, this does happen at times. Requiring double opt-in can 
minimize this risk. 
 
But won’t double opt-in lower my subscription rate? 
 
It’s true… not everyone will confirm their subscription. The “industry standard” is 
about 50%-80% who confirm - but, if you’ve read my other material, you’ll know 
what I think of industry standards. 
 
Personally, I’ve been able to achieve 90%+, simply by having a good offer – by 
making the rewards of taking that little extra step irresistible. 
 
Besides, double opt-in weeds out those who weren’t really interested in your 
offer, so you’re actually left with a more responsive list. 
 
How can I make my list double opt-in? 
 
I, and several of my e-publishing colleagues, use a script called Double Opt-In 
Manager (DOI) to ensure that our lists are double opt-in. 
 
This script acts as a “gateway” between your visitor, and your true subscription 
address or true opt-in form. 

http://www.upyourmarketing.com/?doireport
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For instance, let’s say the true address for people to sign up to your email course 
is signup@yoursite.com. 
 
You can use Double Opt-In Manager (DOI) as a kind of “shield”. You can use a 
subscription form created by the script on your site, and when your visitors fill in 
that form, they are sent a confirmation message, containing a unique link and a 
random number. 
 
By clicking on the link, or “activating” the random number, they are double opting 
in, and the script then fires off a subscription request on behalf of the subscriber 
to your true subscription address. 
 
Alternatively, if you’re using a third-party autoresponder or mailing list, you can 
use the “piping” method. Normally, these services provide forms you can use to 
gather subscriber details. What the script does in this case is that it can mimic 
the third-party service’s form. The script works the same way for the confirmation 
process, and then it passes all the relevant information to the third-party service 
exactly as if the visitor was filling out the original form. 
 
Most third-party autoresponder and mailing list services are fine with this as long 
as you pass the relevant details to them, which are provided in the original sign-
up forms. This “piping” method also enables the third-party service to record your 
visitor’s IP address and remote host, which they need to cover their backs as 
well. 
 
What if my third-party service already has a double opt-in facility? 
 
You may still want to use a script like Double Opt-In Manager (DOI) for one very 
good reason – you get to keep full subscriber records. 
 
For instance, ask yourself this question – if your third-party service were to close 
down, would you still be able to get access to the full record of each subscription 
request? Or would you just be given the “basics”, like name and email address. 
 
When you use a script like Double Opt-In Manager (DOI) the record is stored on 
your site, so you have a permanent record of each subscription. Not only that, 
but you can have almost immediate access to such information, which you can 
use to defend yourself in the event of a false spam allegation. How quickly do 
you have access to such information with a third-party service? 
 
If you’re going to use Double Opt-In Manager to provide the double opt-in 
procedure, then you’ll want to turn off this feature on your third-party service… 
otherwise your subscribers will end up having to triple opt-in themselves! 
  

http://www.upyourmarketing.com/?doireport
http://hop.clickbank.net/?cashpromo/doubleopt
http://hop.clickbank.net/?cashpromo/doubleopt
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How should I phrase the confirmation message? 
 
A golden rule when using double opt-in is to make the confirmation message 
non-commercial in nature. This is because a malicious person (or even a well-
intentioned person!) might still fill out your form using someone else’s address. 
 
So if this happens, you don’t want your confirmation message to be commercial 
in nature – otherwise it could, quite naturally, be seen as spam by the 
unfortunate recipient! 
 
Here’s the standard message (which can be altered) that Double Opt-In Manager 
(DOI) sends out as a confirmation message: 
 
Subject: [firstname], please confirm your subscription 
 
[firstname] 
 
Please confirm your subscription. We have received a 
subscription request for [newsletter] 
from email address [email]. 
 
Either you requested it, or someone else is using your 
address in our form. 
 
For your privacy protection, we will not add your email to 
our subscription list until you CONFIRM that you have 
requested this. 
 
To CONFIRM your subscription, simply click on the following 
link: 
[!url] 
 
Alternatively, enter the following code into the 
confirmation page: 
[!code] 
 
If you DID NOT request this subscription, then someone else 
is using your email address in our sign-up form. Please 
notify us at the email address below, along with the code 
above, so that we can match the security details we have 
recorded and, if necessary, we can report this identity fraud 
to the authorities. 
 
Best, 
 
[!adminname] 
[!adminemail] 
 
Note that text in square brackets are fields that are either determined by the 
person who fills out the form (i.e. [firstname] is replaced by the visitor’s first 

http://www.upyourmarketing.com/?doireport
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name), or automatically by the script (for instance, [!url] gets replaced with a 
unique confirmation link.) 
 
First off, please notice that the subject header does not mess around – it states 
simply and clearly that you need to confirm the subscription you just requested. 
The fact that it’s addressed to you personally, and that it was delivered just 
moments after you filled in the form, means you probably know where it’s coming 
from. 
 
Second, the email itself starts off with your name [firstname], again making it 
personal. 
 
Third, it restates why this email has been sent. “We have received a subscription 
request for [newsletter] from email address [email].” 
 
Then it states why you, in particular, have received it. “Either you requested it, or 
someone else is using your address in our form.” This acknowledges that it’s 
possible someone else has used your address without permission. 
 
After that comes the details on how to confirm the subscription, assuming it’s a 
legitimate request. Note that, in this standard message, two methods of 
confirmation are provided – a link, which they can simply click, and a unique 
code, which they simply type into your form. Two methods are provided, just in 
case either one doesn’t work for any reason. 
 
Finally, instructions are provided on what to do if they hadn’t requested it. They 
are asked to report it to you, so that you can take any appropriate action. As 
you’ll see later, there’s lots of details you can gather about the person who has 
filled in somebody else’s address in your form. 
 
By the way, you might also want to consider adding a small paragraph to the 
above confirmation message, which basically re-states what they are agreeing to 
receive. Something like… 
 
By confirming your subscription you give express consent to (Name of Your Ezine) and to 
any third party advertisers who may run advertising in (Name of Your Ezine) to receive in-
house and third-party advertising from (Name of Your Ezine©s) publisher. 
 
If you’re already using a checkbox, it might seem like overkill to state this again, 
but in my opinion, it gives you another way of demonstrating consent.  
  
 
RULE #4 – GIVE A CLEAR “IDENTITY FRAUD” WARNING 
 
As I said earlier, some well-intentioned people may put the addresses of their 

http://www.upyourmarketing.com/?doireport
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friends and colleagues into your form, believing your material to be beneficial to 
these other people, even though they haven’t received permission to do so. 
 
Then, at times, malicious people might fill out a bogus request, using somebody 
else’s email address. 
 
This is, quite frankly, a form of identity fraud - and is, in all probability, illegal. 
Make sure your visitors know this. 
 
Include a strong statement to this effect on your sign-up form… something like 
this: 
 
” Make sure you are the owner/user of the email address you use in this form. Submitting 
somebody else’s address is identity fraud, and will be taken seriously.”  
 
Or, if you’re using a checkbox (see Rule #2), you might want to put this next to 
your checkbox and phrase it a little differently: 
 
” By checking this box I also declare that I am the owner of the email address being 
submitted. (I understand that submitting somebody else’s address is identity fraud, and 
will be taken seriously.)”  
 
If you’re using software such as Double Opt-In Manager (DOI), it also records 
other details, such as the time, date, computer’s IP address and remote host (I’ll 
explain these later), so you may want to add… 
 
” For security reasons, we record the computer IP address and remote host of each 
subscription.”  
 
This will often prove an effective deterrent to a lot of practical jokers, or well-
meaning friends. 
 
If you’re concerned that your visitors will worry about a perceived invasion of 
privacy (which actually, it isn’t), then simply make clear what you do with this 
information in your site’s Privacy Policy.  
 
And remember, while you’re “covering your back” legally and in terms of potential 
accusations, you also don’t want to frighten off legitimate subscribers! So you 
may want to do a split test to see what kind of language deters legitimate 
subscribers the least. (For more information on split testing, see my Special 
Report, “Small Changes: Big Profits – How To Quickly And Easily Make More 
Sales From Your Web Site”.) 
 
My suggestion is to make the language strong enough to pass legal muster and 
frighten off potential abusers, yet tempered with an “I am a responsible e-
publisher and I care passionately about your privacy” tone. 

http://www.upyourmarketing.com/?doireport
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RULE #5 – MAKE OPTING OUT EASY 
 
Don’t hold your visitors and subscribers hostage! If they want to cancel their 
subscription, let them do so quickly and easily. 
 
Many autoresponder and mailing list services automatically include an 
unsubscribe link at the bottom of each mailing. Subscribers simply have to click 
this link, to remove themselves from your mailing list. This is highly 
recommended, as it puts the onus on the subscriber to remove themselves. Don©t 
make subscribers jump through hoops to get off your list. 
 
I would also strongly recommend including an email address which they can use 
to unsubscribe. (Some anti-spam laws now require this, and besides, the link 
may not work for everybody. Very long URLs often break up in some email 
programs.) Again, your autoresponder or mailing list service may be able to 
make inclusion of this email address automatic. And, of course, honour all 
unsubscribe requests as quickly as you can. 
 
 
RULE #6 – RESPECT THEIR PRIVACY 
 
Due to the increasing prevalence of spam, people are becoming more reluctant 
to give out their email address. It’s becoming harder for us as marketers and e-
publishers to motivate our visitors to hand it over. 
 
So please – once you have it, treat their details as sacred. Respect the fact that 
they’ve given out something personal. Do unto others as you would have them 
do unto you. 
 
That means, not sharing their email address with other e-publishers or 
marketers, unless they explicitly give you permission to do so. 
 
It means, if you state on your form: “We promise not to share or sell your email 
address to anyone else”, then stick by it! 
 
If that isn’t good enough for you – here’s another reason. Some people will 
deliberately sign up to your newsletter with an email address that has a kind of 
“tracking” feature built-in. 
 
For instance, if you own the domain name yoursite.com, you could set up your 
server to receive all email ending in @yoursite.com. Thus, you could sign up to, 
let’s say, “The Daily Widget”, using an email of dailywidget@yoursite.com, and 

http://www.upyourmarketing.com/?doireport
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when the newsletter is sent, it will come into your email box with the “To” header 
showing this email address. Of course, if the owner of The Daily Widget was 
unscrupulous, and sold or shared his list with others, you’d soon start getting 
email to this address from other people as well – a dead giveaway! And unless 
the owner of The Daily Widget had received explicit permission from you to do 
this, they’re probably sharing your details without your permission. And the other 
people are spamming you. 
 
(Of course, it’s possible that the publisher of The Daily Widget was the victim of a 
hacker who stole these addresses.) 
 
Let me absolutely assure you that some of your subscribers will use this tracking 
technique when subscribing to your e-publication. So if you think your 
subscribers won’t know you’ve given out their details, think again. 
 
 
 

CHAPTER 2: EIGHT TECHNIQUES TO MINIMIZE 
SPAM ACCUSATIONS 
 
People have short memories. On the Internet, it’s quite easy to sign up for 
something, and then to forget you actually requested it. 
 
And so, if you already practice and use my Six Golden Rules for Responsible E-
Publishing™ (hey, everyone else is trade-marking silly little slogans, so why 
shouldn’t I?) then your next biggest problem will come from people who forget 
they actually signed up. 
 
In this chapter, I’ll discuss some techniques that will remind them of the fact that 
they opted-in to your publication, and a few others that will minimize the 
accusations. 
  
 

TECHNIQUE #1 – ASK FOR MORE 
 
I learned this technique from a web hosting company’s terms and conditions. 
They said: “The more personal information you have about somebody then the 
better it is… because it is unlikely that a spammer would have all that 
information.” 
 
Think about it – most spammers can easily get hold of gazillions of email 
addresses (all of whom, they claim, are opt-in – yeah, right!) Spammers may also 
be able to harvest a first name, and it’s possible that they could also find out the 
last name. 

http://www.upyourmarketing.com/?doireport
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But what about a person’s telephone number? Or zip/postal code? Or address? 
Or date of birth? That kind of information is very unlikely to be available to a 
spammer, so by gathering additional information about your visitor, you’re also 
protecting yourself from false spam accusations. 
 
Of course, you want to balance this desire to protect yourself with the desire to 
get as many of your visitors to sign up as possible. So you may wish to test how 
much information your visitors are willing to give before they decide it’s too much. 
 
At the very least, I suggest getting your visitor’s first and last name. If you don’t 
want to gather too much personal info at the start, you can always combine this 
technique with… 
 
 

TECHNIQUE #2 – USE A “MEMORY TRIGGER”  
 
This may seem bizarre to you at first, but you’ll soon understand why it could 
actually be an awesome way of virtually eliminating “stupid” false spam 
complaints from the people who “forget” they’ve signed up. 
 
In your signup form, ask them a completely original, non-intrusive question, like… 
 
What is your favourite animal? 
What is your favourite actor or actress? 
What is your favourite piece of music? 
 
You might be thinking, Why in the hell would I want this information? (And, 
believe me, so will your visitors!) 
 
Well, think about it. Their answer will be unique, and personal to them, without 
intruding on their privacy. 
 
Now, the trick is not only to keep and store the information they’ve told you, but, 
in every issue of your publication, include what they’ve told you! 
 
(This should be simple to do, as most third-party autoresponder and mailing list 
services allow you to define special fields, which can then be included in the 
email message. For instance, to include a visitor’s first name, you might need to 
use the [firstname] field. To use this technique then, simply define a field for the 
answer to your “bizarre” question!) 
 
You could include this message right under your e-publication’s title: 
 
” Can’t remember signing up? Here’s a memory trigger. We asked you, What’s your 
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favourite piece of music. You replied: [userfield].”  
 
… where [userfield] is replaced with whatever answer they gave to your question! 
 
So, when seeing your e-publication in their in-box, they might not recognize it. 
But when they open and read that message, they almost certainly will either (a) 
remember you asking the question (because, let’s face it, how many signup 
forms ask them what their favourite piece of music is?)… or (b) recognize their 
own answer to the question. (So they realize they must have given you the 
information at some point!) 
 
This could drastically cut down on those people who rudely demand, “I didn’t sign 
up to your spam – get me off NOW!” – along with false spam accusations. 
 
By the way, if you’re going to use this technique, I urge you to explain the 
reasoning behind this to your visitors. Otherwise you’ll probably just confuse 
them! A simple note will suffice, something like… 
 
” What is this? It’s called a ‘memory trigger’. We will include your answer in each mailing, 
in case you forget you signed up.”  
 
Incidentally, Double Opt-In Manager (DOI) can gather and record the information 
in these extra fields for you, in case you need them later. And it can be easily 
configured to pass these fields automatically to your third-party service, if you 
want to include them in your messages. 
 
 

TECHNIQUE #3 – SHOW “TIME AND DATE” 
 
If you include the exact time and date of their subscription in their copy of your e-
publication, this can also aid them in remembering that they signed up. 
 
Your autoresponder or mailing list service may already have these fields 
available to you. If so, you could display something like this near the top of each 
issue: 
 
You are receiving this because you signed up and confirmed your subscription on [date] 
at [time]. (Someone else may also be forwarding you their copy.) Upon subscribing we 
also asked you (as a memory aid), “ What’s your favourite colour?”  to which you replied: 
[answer]. 
 
See, the more details you can tell them about their subscription, the more likely it 
is that they will remember signing up. 
 
Since Double Opt-In Manager (DOI) remembers the time and date of each 
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subscription, it can also pass these details to your third-party service, and then 
you can include them as a special field in each email. 
 
 

TECHNIQUE #4 – AVOID THE “PERCEPTION” OF SPAM 
 
Why do some people report what they’ve signed up to as spam in the first place? 
As we’ve discussed, it may partly be because they forgot they subscribed. 
 
But it could also be because your publication looks and sounds like spam! 
 
See, if it looks like a duck, and quacks like a duck, then most normal people will 
actually assume it is a duck… even though it could actually be a double opt-in 
imitation duck. 
 
To the recipient, it doesn’t matter. It still makes the same quacking noise. It still 
has the protruding beak. It still looks and sounds and feels like spam. 
 
What are some of the headlines and themes of the spam you’ve recently 
received? Do any of these sound familiar?… 
 
Make $$$ from home 
Add inches to your [male bits] 
Enlarge your [female bits] 
Consolidate your debts 
Join this MLM and get rich with us… 
 
… and so on, ad nauseum. Now, just take a look at your newsletter headlines 
and titles… do they start to sound a bit similar? 
 
As e-publishers, we want to distinguish ourselves from the crowd. But if the 
“crowd” (in this case, all the spam in their in-box) is hyping up get-rich-quick 
schemes, MLMs, “easy” business opportunities and the like, if we use the same 
kind of language and headlines, do you think our subscribers might mentally 
associate us with spam too? 
 
Mmm… it’s a possibility, isn’t it? 
 
Now look at the following list, and spot the odd-one-out: 
 
Make $$$ from home 
Add inches to your [male bits] 
Enlarge your [female bits] 
Consolidate your debts 
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Paul, Issue #12, “My Newsletter” – The Big Question 
Join this MLM and get rich with us… 
 
Did you spot it? It’s the one that doesn’t look like spam. (And note that it’s also 
addressed personally.) Quite simply, it gets opened, the others don’t. 
 
Now, apply this principle to the actual body of your email as well, and you will 
disassociate your e-publication from the spam that might surround it – and 
hence, drastically lower your chances of being accused of spam. 
 
 

TECHNIQUE #5 – GET A “VOICE” 
 
You’ll hear marketers harp on about this one all the time, because it’s true: How 
you need to have a unique sales proposition (USP) for your products and 
services, something that will distinguish you from the crowd. 
 
Well, you need a USP for your newsletter too, or least a distinctive “voice”. You 
need to be able to answer the question: Why should they sign up to your 
newsletter, when there are thousands of others to choose from? 
 
Of course, the most distinctive USP could well be you – it’s your newsletter, and 
the only way they’re going to hear your angle, is through your newsletter. 
 
If you can develop a distinctive “voice”, “style”, or whatever else you want to call 
it, then you’re going to be remembered much more easily, and you’ll separate 
yourself from the crowd of other e-publications that haven’t bothered to 
distinguish themselves – in other words, your subscribers will actually look 
forward to seeing each issue in their email in-box! 
 
 

TECHNIQUE #6 – SEQUENTIAL CONDITIONING 
 
A classic marketing mantra says that people need to hear your message 7 times, 
on average, before they will buy from you. Personally, I don’t know where this 
figure comes from, because I’ve seen many marketers do one or two-time 
communications (such as direct mailings) and get stunning results. 
 
Still, you can use this mantra to minimize spam accusations. Instead of signing 
people up immediately to your newsletter, why not first offer them a 7 part 
autoresponder series, delivered once a day, for 7 days. 
 
By doing this, you’re gradually getting them used to your style. You’re getting 
them used to hearing from you. 
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Then, at the end of this sequence, ask them to subscribe to your regular 
newsletter. Since they’ve made it to the end of your autoresponder sequence, 
those who sign up at the end of it are much more likely to actually read your 
regular e-publication. And they’re not likely to ever accuse you of spamming! 
 
I call this sequential conditioning, for no other reason than it sounds slightly 
ominous, and so is more likely to get you to read with interest. 
 
But isn’t this going to reduce signups, Paul? 
 
Yes, almost certainly… but, as I said, those who do sign up are, I bet, going to be 
much more responsive to your future material. 
 
  

TECHNIQUE #7 – BLOCK HIGH RISK DOMAINS 
 
For some e-publishers, certain domain names just simply seem to attract people 
who don’t know the difference between spam and email they no longer want but 
to which they just can’t be bothered to unsubscribe. 
 
For instance, with the introduction of the “Report Spam” facility to AOL 8, it’s 
been the experience of many e-publishers that a higher number of AOL users 
seem to have this problem compared with other groups. 
 
The solution? If your e-publication doesn’t particularly rely on AOL accounts, then 
simply prevent AOL addresses from signing up! You’re not preventing AOL users 
from signing up. If they want your email material, they simply need to use another 
email address. 
 
The same applies to any domain that might be causing you excessive trouble. 
Simply block email addresses from that domain from subscribing. 
 
This is very easy to do, if you’re using Double Opt-In Manager (DOI). Simply add 
the domain to the list of blocked domains, and you’re done! People who attempt 
to subscribe from one of these domains will be automatically prevented from 
doing so, and asked politely to use a different address. 
 
 

TECHNIQUE #8 – OFFER ALTERNATIVES TO EMAIL 
 
Fortunately, there are alternatives to email. For instance, give your subscribers 
the opportunity of reading your publication on the Web instead. 
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The problem is, how can you alert your readers to a new issue without using 
email? 
 
There is a free application called NewsMon (short for News Monitor) that can do 
this. Your subscribers download it onto their computer, and whenever a 
publication they wish to monitor is updated, NewsMon flashes discreetly in their 
computer’s system tray. The program can be set to check each publication for 
updates at a pre-determined time of the day, so if you like reading your favourite 
publications at 6pm, simply set it to check for updates at 6pm. 
 
How do I use this as a publisher? 
 
Actually, it’s amazingly simple – so simple that I really wish I’d thought of 
designing this program myself. You simply set up a text file on your site.  The text 
file looks something like this: 
 
6 http://www.yoursite.com/issue6.html How to do the backstroke 
 
This file contains three simple pieces of information, separated by spaces: (1) the 
issue number, (2) the web address of the latest issue, and (3) the name of the 
issue. 
 
You then put it somewhere public on your site, ie. 
 
http://www.yoursite.com/updates.txt 
 
Now, every time you publish another issue of your newsletter, simply update this 
text file. 
 
How does it work for the subscriber? 
 
Let’s say Kathy comes to your site, and she wants to subscribe to your 
publication via NewsMon. 
 
First, if she hasn’t already got it on her computer, she downloads NewsMon. 
 
Then, she simply adds the URL of the updating file to NewsMon. (You’ll have to 
tell her what this is, on your site – she’s not psychic!) 
 
She likes reading these publications bright and early, at 7am. So she sets 
NewsMon to check for updates at this time. Now, every day at 7am, NewsMon 
gets to work… if it can connect to the Internet, it will automatically visit all the 
URLs (the update files) Kathy has asked it to check. If it finds that the update file 
for your publication has changed from the one it’s got in its little brain, it lets 
Kathy know there’s an update by flashing discreetly in her system tray. 
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It’s as simple as that – and yet, it’s extremely effective! 
 
All you have to do as a publisher, is update the text file whenever you publish a 
new issue of your newsletter. All Kathy has to do is set NewsMon to check for 
updates each day, and it will tell her whether there’s a new issue or not. And 
during all this, no email ever has to be exchanged! 
 
I would seriously urge you to consider using NewsMon, at least as an alternative 
means of “delivering” your publication. You might find that your subscribers 
prefer it over email! In any case, because you don’t use email, you can never be 
accused of spam when you publish via NewsMon. 
 
Incidentally, you can also use NewsMon in conjunction with a web log (or “blog”), 
so you can alert your subscribers whenever you’ve added a new entry. I wrote an 
article which shows you how you may be able to configure your blogging 
software to automatically update the text file for you. 
http://www.upyourmarketing.com/special/newsmon.shtml 
 
You can read more about NewsMon, and download the application for yourself at 
http://www.newsmon.com 
 
 
 
 

CHAPTER 3: HOW TO DEFEND YOURSELF 
AGAINST FALSE SPAM ACCUSATIONS 
 
OK, so you’ve done all you can to minimize spam complaints. But then it 
happens… you get one. Some moron sends your web hosting company an email 
saying you spammed him. What next? 
 
Fortunately, most decent web hosting companies aren’t stupid. They know that 
people interpret the word “spam” in different ways. So the first thing they’ll 
probably check are the email headers. Was the offending email actually sent 
from your domain? If not, then they know the accuser could well be mistaken. 
 
However, what if it does show as coming from your domain, or autoresponder. 
Well, what they will do next depends on how good they are as a hosting 
company – as you’ll find out in this chapter. 
 
 

DEFENSE #1 – KEEP RECORDS  
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In an ideal world, where people are innocent until proven guilty, if someone 
accuses you of spam, it should be their responsibility to prove you spammed 
them. 
 
Unfortunately, we don’t live in an ideal world, and hosting companies sadly don’t 
always listen to the word of their customers over the word of someone who has 
made the accusation. (The same could also apply to a government or regulatory 
body.) 
 
So, for your own protection, you need to keep records. You need to be able to 
show that they did, in fact, sign up to your list. 
 
If you’re using Double Opt-In Manager (DOI), this can keep all of the records for 
you. It will record the time, date, computer IP address, remote host, as well as all 
the fields you specify in the form (including whether the checkbox was on or off.) 
 
The time and date is important so that you can show exactly when they signed 
up. 
 
The IP address is important, because it can help to identify the computer from 
which the subscription request (and confirmation) was made. I strongly suggest 
that you keep a record of the IP address of each subscriber. 
 
The remote host information is useful, because it can help to identify the internet 
connection used by the visitor when they subscribed. Again, I urge you to keep a 
record of this. 
 
If you’re using a third-party autoresponder or mailing list service, it may also be in 
your interest to use a “gateway” script such as Double Opt-In Manager (DOI), so 
you also have a record and full details of each subscription request immediately 
available to you. 
 
For instance, what happens if your third party service closes down? Will you still 
have all the details you need, such as time/date of subscription, IP address, and 
remote host? Or, do you have quick and easy access to the details you need, in 
the event of an accusation? This is where Double Opt-In Manager (DOI) can 
prove especially useful. 
 
And you can use it to search through your confirmed subscriber list by email, 
date, IP address, remote host and by fields, so you can quickly and easily find 
the details you’re looking for. 
 
If you’ve collected other fields, such as postal/zip code or/and a “memory trigger” 
field (as discussed in Chapter 2), then this is the ideal time to pull out that 
information. (Double Opt-In Manager (DOI) also stores these fields for you.) Pass 
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on all relevant details to your web host. 
 
It may also help if you demonstrate to your web hosting company your opt-in 
procedures. Show them how you gather information, show them what you record 
(ie, IP address, remote host, time/date details), and show them how your double 
opt-in process works. If they are confident that you are a responsible e-publisher, 
then you make it easy for them to reject and disprove the false claim. 
 
 

DEFENSE #2 – CHOOSE A GOOD WEB HOSTING 
COMPANY  
 
A good web hosting company can make a huge difference. As we discussed at 
the start, a lot of them have very strict anti-spam policies, like this one: 
 
On first complaint we will suspend your account for 24 hours... On second complaint we 
will (we have to) terminate your account completely. NO EXCEPTION. 
 
At least if you’re accused of spam, this one will just close you down. A number of 
hosting companies will also charge you… as in this one: 
 
Violators will be assessed a minimum fine of $200 and will face immediate suspension. ----
-- reserves the right to determine, in its sole and absolute discretion, what constitutes a 
violation of this provision. 
 
”Sole” and “absolute” discretion – you’ve gotta love it! I can understand why 
companies word their terms and conditions so strongly – after all, they’re 
covering their backs too. However, you really want to find a hosting company 
that’s going to be on your side in the event of a spam accusation! (Assuming, of 
course, that you’re innocent.) 
 
In contrast, consider the Terms of Service of a different company: 
 
Absolutely no spam can be sent through ----- servers or network… If you run any kind of 
newsletter or any other kind of bulk email service then you must have some evidence that 
people actually signed up to receive such email. Any and all spam complaints will be 
investigated thoroughly to determine if the complaint is legitimate. We will not take the 
word of the complainer. We must have proof from the one reporting the spam. Any user 
found to be spamming in any way or hosting a site advertised in spam will be given 30 
days notice to either stop the spamming or come up with evidence to prove that the one 
reporting the spam actually did sign up to receive it or to find another host. [underlining 
mine.] 
 
Now this, in my opinion, is a lot fairer on the e-publisher who has been falsely 
accused. Note, first of all, “you must have some evidence that people actually 
signed up to receive such email.” Well, that’s reasonable. And if you use Double 
Opt-In Manager (DOI), this evidence should be stored there automatically. 
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Second, they actually treat you as innocent until proven guilty – what a refreshing 
change! 
 
In fact, they go on to give some wise advice to e-publishers: 
 
If you collect email addresses for bulk email the best proof is to collect as much 
information as possible about the person including the date and time and ip address at the 
time of sign up. It would be good to have their real name and address too. The more 
personal information you have about somebody then the better it is because it is unlikely 
that a spammer would have all that information. Be aware too that there are addresses out 
there that are planted for spammer to capture to be used in spam. These addresses are 
planted so that the receiver knows that the email is spam because those addresses are not 
used for any other purpose. So if you use software to scan newsgroups or websites to 
collect email addresses then you will be caught. Please don©t do this. You also have to be 
careful about buying email lists from other companies. You need to verify that these 
addresses are legitimate and the people do want to receive what you are sending them. 
 
Again, if you follow all of the advice in this report, such as double opt-in, and 
collecting as much information as possible, then you should easily be covered. 
 
The lesson? Read the terms and conditions carefully, before you sign up to a 
hosting service. If it seems ambiguous, or if you have any doubts, email them 
before signing up. And if you don’t like the sound of their conditions, run away. 
There’s plenty of hosting companies to choose from. 
 
Incidentally, because I’m so impressed with the above Terms of Service, I’ll give 
this hosting company some free promotion – it’s http://www.newwebsite.com 
 
 
 
 

CONCLUSION 
 
I wrote this report with two purposes in mind. First, to make you realize that this 
is serious. Spam (and spam filters) aren’t the only problems any more. Spam 
laws, regulations and web hosting terms and conditions are making the life of an 
e-publisher more complex. 
 
The second reason I wrote this is that I strongly believe all respectable e-
publishers should be fully armed and ready to fight back (or at least defend 
themselves) against false accusations of spam, so that they can get back to 
focusing on what they do best – publishing. 
 
And I also wanted to give you peace of mind. I know that, given the hysteria over 
spam, newcomers to the e-publishing world might be thinking: 
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Is it worth it?  
 
Well, if you’re thinking this, let me assure you… it is. Email is not dead, despite 
rumours to the contrary. It just means you have to be more responsible and 
careful, that’s all. 
 
Publish responsibly, which means following the Six Golden Rules I stated in 
Chapter 1, and you will have few problems. 
 
To put it simply, if you… 
 
- don’t spam, 
 
- make it clear what they’re signing up to (ideally, state exactly what they’ll 
receive, whether it will contain advertisements, and provide a checkbox they 
need to check in order to sign up), 
 
- use double opt-in, 
 
- warn off identity fraudsters, 
 
- make opting out easy, 
 
- respect their privacy, 
 
- keep full subscriber records (including IP, remote host, time, date etc.) 
 
… then I’m sure you won’t be accused of spam very often! 
 
And if you combine the above with gathering additional fields (such as postcode) 
or using the “memory trigger” technique, as well as by writing a uniquely readable 
publication with a distinctive and memorable “voice”, then you can virtually 
eliminate the chance of someone “forgetting” they have subscribed, or accusing 
you of spam for other reasons. 
 
Finally, if you’ve kept good records and chosen a good hosting company, then 
you should have few problems when an occasional spam accusation comes your 
way. 
 
Happy marketing! 
 
Paul Hancox 
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UpYourMarketing.com 
 
 
P.S: Come and join me on my marketing web log at UpYourMarketing.com. I 
update it regularly – often on a daily basis, with marketing wisdom, free 
downloads and special offers. 
 
P.P.S: You can re-brand this report with your own name and link in the “Brought 
to you by…” section on the first page, and you can have the Double Opt-In 
Manager links in this report point to your own affiliate link, earning you a 50% 
commission (before Clickbank transaction fees). For more information, click on 
the link below: 
http://www.doubleoptinmanager.com/affiliate.shtml 
 
P.P.P.S: I am also offering a limited number of Resale Rights licenses for Double 
Opt-In Manager. If you would like to keep 100% of the profits, click on the link 
below for more information: 
http://www.doubleoptinmanager.com/resale.shtml 
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